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}Dave, Karit, @nzkarit

}Security Consultant/Pen Tester at ZX 

Security in Wellington, NZ

}Enjoy radio stuff

}Pick Locks and other physical stuff at 

Locksport

whoami
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}GPS (Global Positioning 

System)

}GPS Spoofing on the cheap

}Letõs change the time! 

}So what?

}Serial Data

}Pulse Per Second (PPS)

}How we can detect spoofing

Today
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}Tells us where 

we are

}Tells us the time

GPS
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}Anyone in the room not currently trust GPS 

locations?

}Anyone in the room not currently trust GPS 

time?

}Anyone feel that this will change by the end of 

the talk?

We Trust GPS Right? Right?????
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}GPS too important to life? 

}GPS must be great and robust? Right?

}Important services rely on it:

}Uber

}Tinder

You have to trust it right?
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}NTP Time Source

}Plane Location

}Ship Location

}Tracking Armoured Vans

}Taxi law in NZ no longer knowledge 

requirement

And some other things as well
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So why donõt I trust it?

8



www.zxsecurity.co.nz @nzkarit

}Have GPS jammers to mess with Uber

Black Cabs in London
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Jammers Boringééé
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Nation State
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A University
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The Chinese are in the NTPs
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Now we are talking
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}A box

}An SDR with TX

}I used a BladeRF

}HackRF

}USRP

}So less US$500 in hardware

}Also some aluminium foil to make a Faraday Cage

}So it is now party trick simple and cheap

}This is the big game changer from the past

What we need
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Setup
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}Make sure you 

measure signal 

outside to ensure 

none is leaking

}Be careful

@amm0nra patented Faraday Cage
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