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2FA War Stories

David Robinson
ChCon October 2017



whoami

A Dave, Karit, @nzkarit

A Security Consultant at ZX Security

A Enjoy Radio Stuff

A Enjoy Picking Locks and other physical security things

ZXSECURITY.CO.NZ




Today

A What is 2FA

A Why should you use it

A Some stories of some implementation issues

ZXSECURITY.CO.NZ




What is 2FA

Two Factor Authentication
A A - Something you know _ Password
A B - Something you have . Token, Card, Phone, etc
A B - Something you are . Biometric

Most common password and something you have

Biometric issue
A Hard to change your fingerprints or iris when there is a data breach




Why do we need 2FA?

Password Reuse
A People use the same password on multiple sites

During 2016 there was cases of breaches used to get into other sites
A Logmein forced reset after LinkedIn, MySpace & Tumblr




Donot all ow passwords frr

NIST gone as far as saying:

A When processing requests to establish and change memorized secrets, verifiers SHALL
compare the prospective secrets against a list that contains values known to be commonly -
used, expected, or compromised. For example, the list MAY include, but is not limited to:

A Passwords obtained from previous breach corpuses.
A Dictionary words.
A Repetitive or sequeandadaa,l -ch2a¥Zdabced.s) .(e. g.

A Context -specific words, such as the name of the service, the username, and
derivatives thereof.




Need a list of passwords from breaches?

https://haveibeenpwned.com/Passwords
Has 5.5ish GB worth

Downloading the Pwned Passwords list

The entire set of passwords is downloadable for free below with each password being represented as a SHA1 hash to protect the
original value {some passwords contain personally identifiable information). The list may be integrated into other systems and used to
verify whether a password has previously appeared in a data breach after which a system may warn the user or even block the password

outright. For sug ns on integration practices, read the Pwned Passwords launch blog post for more information.

File Date Size Description SHA1 hash of 7-Zip file

JSNRESE] | Version1 | 3Aug2017 | 5.3GB | The original 306m hashes 90d57d16a2dfe00debcc58d0fa7882229acedas3
torrent provided at the rel of the

Service

Update 1 | 4 Aug 2017  250MB | Additional 14m hashes with 00fc585efad08a4b6323f8e4196aae9207f8b09f

torrent varying cases not originally
included in the initial processing

B Update2 5Aug2017 7.6MB | Additional 400k hashes as 20318090278bbd196945025bc7bfo3e99f261f9a
- passwords over 40 chars were
truncated in earlier proces



https://haveibeenpwned.com/Passwords

Why are breaches an issue?

Why does a breach of another site affect my site?

Users reuse passwords between sites

Ot her sites don~«~t securely store password
A Don<t hash

A Don<«t salt or use the same sal:t

A Don<t use a password hashing algorithm

So are cra&kabla | vy -

If storing passwords follow the OWASP Cheat Sheet on password storage

A https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
A https://www.owasp.org/index.php/Authentication_Cheat_Sheet



https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Authentication_Cheat_Sheet

So what methods do we have for 2FA?




SMS

IACm © V.4 73%0 11:49 © V.4 74% @ 11:51

& 5872 e ¢ AV

Saturday, 2 Sep. - 17:47

e 7S39B4

Sunday, 10 Sep. * 12:59

e Your 2-Step Verification code: 062265
e Your 2-Step Verification code: 583347

Tuesday, 19 Sep. * 16:20

e 6300 is your Airbnb verification code.

Sunday * 12:41 Saturday, 28 Jan. - 21:11
e GB464B e 686 TBV
Sun. 12:41 28 Jan,, 21:11
© [Typean SMS message sﬁs @ Typean SMS message S>Ms




Battleship Cards
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Time Based One Time Passwords (TOTP)

@ Google Authenticator

Enter this verification code if prompted
during account sign-in:

(1111

LM
Q
=
y
)

\U9» SecurlD®
Example —_—

037993

L]




HMAC based One Time Passwords (HTOP)

. Looks same as TOTP




Universal Second Factor (U2F)




2FA Method Weaknesses




SMS

User has a phone number associated with account
Text them a code when they login to type in
Pros:
A Cellco worries about device enrolment, lost phone, etc
Cons:
A Have to pay for each text or block of texts
A Text messages don-«t r o am gatedyd through text m
A Cellco responsible for your security




SMS Roaming

What do you think the Aussie Govt recommends for travellers?
https://my.gov.au/mygov/content/html/securitycodes.html



https://my.gov.au/mygov/content/html/securitycodes.html

Aussie y myGov

Travelling overseas with myGov security codes

If you are planning on travelling overseas you will still be able to receive a code as long as:
» you take your registered mobile phone number with you
= your telephone service provider has enabled you to receive SMS while outside of Australia

= you are connected to a mobile phone network that your telephone service provider is compatible with

If you will not be able to receive myGov security codes overseas, consider switching them off before your departure. Access
to your account will not be possible if you are unable to receive the SMS myGov sends you when you sign in.




Cellco responsible for you security

SIM Card Swap
A Did try to social engineer but Spark, Vodafone and 2 Degrees all asked for photo ID
A But you know that thing about password reuse

In past have had luck with no photo ID
It is policy to ask for photo ID but depends on the person




SIM Swap Process #1

Target uses Vodafone S]gn INn to My Vodafone

They use the same password on site and

Vodafone Mobile Internet & Landline Customer Zone
. Vodafone has no 2FA on their system ——

Email or mobile

E.g.john.snow@gmail.com or 02100700

Password

Your saved password

Forgot password?




SIM Swap Process #2

This is a 3-step process, taking a few minutes, where you will enter
your SIM swap details; confirm they are correct; then follow
onscreen instructions for completing the swap.

Your Plan ~ Profile v

Enter your details

Friday deals

Plan & Add-Ons - Prepay Pay & Go A

This is the number you want to move to your new SIM card

Roamin
g V]

BlEICRHSt This is the 16 digit number on the back of your SIM card starting with 6401
V)

Order tracking

SIM Swap Next




SIM Swap Process #3

Confirm your SIM swap details SI M Swa p

0 Thanks! We've got your SIM swap request

Mobile number .
To continue the SIM swap process please turn off the

device with the old SIM card inserted. Swap the old SIM

card out and replace it with the new SIM card before

restarting the device.

If the SIM swapped device doesn't get any connectivity
or service after 2 hours, please call us on 0800 800 021

m | B and we'll sort it out for you.

SIM card number

Your SIM swap details

C] | confirm that | would like to transfer the phone number to
the SIM card above. | understand this process is Mobile number

irreversible.

SIM card number

Back to summary
Send request
Edit SIM swap details Start a new SIM swap




SS7

Real-World SS7 Attack — Hackers Are Stealing Money From

Bank Accounts

= Wednesday, May 03,2017 & Swati Khandelwal

= o “

inshore JE_shore = shar

'25124" is your One Time
Password (OTP) for
Internet Banking. It
expires at 03:23pm.

Criminals using
SS7 Flaw to Hack
Bank Accounts

Security

After years of warnings, mobile
hetwork hackers exploit SS7 flaws to
drain bank accounts

O2 confirms online thefts using stolen 2FA SMS
codes

By lain Thomson in San Francisco 3 May 2017 at 20:02 48(L) SHARE ¥




Or phone will just display to everyone

Verizon & 7 9 84% mm)> .

sy B

9: 4/|

Friday, January 6

Monday, June 27

@ (754) 263-1989
Your Google verification code is
629684

\J MESSAGES

+1234 567 890
Your Apple ID Verification Code is: 443577
Press for more




Issues with Battleship Cards

People are worried about losing them, so they make copies
During Red Teams and Pen Tests, search for files that in file name contain:
A access card
A <battleship card vendor name>
A Etc
Collect images, docs, spreadsheets, etc containing the card
A Maybe next to passwords.txt
A (1 have come across very few orgs that have a Password Manager installed as standard)




TOTP
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