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whoami ZX
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Dave Karit, @nzkarit

Security Consultant at ZX Security In
Wellington, NZ

Enjoy radio stuff

Pick Locks and other physical stuff at
Locksport u
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Today

GPS (Global Positioning
System)

GPS Spoofing on the cheap

Let 0Os change
So what?

Attacking NTP Servers

How we can detect spoofing

WWW .ZXsecurityco.nz @nzkarit



GPS ZX
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Tells us where
we are

Tells us the time
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Anyone In the room not currently trust GPS
locations?

Anyone In the room not currently trust GPS
time?

Anyone feel that this will change by the end o
the talk? 3




You have to trust it right? ZX
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GPS too important to life?
GPS must be great and robust? Right?
Important services rely on It:

Uber

Tinder




And some other things as well Z’(

NTP Time Source

Plane Location

Ship Location

Tracking Armoured Vans

Taxi law In NZ no longer knowledge
requirement




So why dondt | trust it? ZX
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Truck driver has GPS jammer.,
accidentally jams Newark airport

An engineering firm worker in New Jersey has a GPS jammer so his bosses don't know where he
is all the time. However, his route takes him close to Newark airport, and his jammer affects its
satellite systems.

WWW .ZXsecurityco.nz @nzkarit




Black Cabs in London ZX
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Have GPS jammers to mess with Uber
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SKU: GM01/G SKU: GMO8P/EU SKU: GM08B/V SKU: BAGO1
LIGTHER TYPE GPS CAR 8 BANDS GSM CDMA 3G 4G 8 ANTENNA ALL IN ONE FOR CELLPHONE GPS SIGNAL _
JAMMER TO PROTECT YOUR GPS L1 WIFI LOJACK CELL ALL TRACKING BLOCKER POUCHR=ES
CAR PHONE JAMMER ,BLOCKING CELLULAR,GPS,WIFI,LOJACK,WALKIASE BAG. PREVENT
$48.50 GPS TRACKER,WIFI,LOJACK TALKY,VHF,UHF JAMMER TRACKING & HACKING
: AND 4G MOBILE PHONE ALL BLOCKER $18.00
IN ONE (FOR EUROPE) $390.00 ’
$300.00
"= ADD TO CART "= ADD TO CART "= ADD TO CART "= ADD TO CART
Add to Wishlist Add to Wishlist Add to Wishlist Add to Wishlist
Add to Compare Add to Compare Add to Compare Add to Compare
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Nation State

SECURITY

Exclusive: Iran hijacked US drone, says
Iranian engineer (Video)

N an exciusive interview, an engineer working to uniock the secret Oof the captured

RQ-170 Sentinel says they exploited a known vulnerability and tricked the US drone

WWW .ZXsecurityco.nz @nzkarit




A University

SECURITY

Professor fools $80M superyacht’s GPS
receiver on the high seas

Todd Humphreys says defenses are scant: "nobody knows how to use a sextant."

by Cyrus Farivar - Jul 30, 2013 12:30pm NZST
=

A team from the University of Texas spoofed the GPS receiver on a live superyacht in the lonian Sea.

WWW .ZXsecurityco.nz @nzkarit




The Chinese are in the NTPs

SECURITY

Time is on my side

Forging Wireless Timing Signals to Attack the NTP Server

Yuwei Zheng @HITB
Haoqi Shan @HITB
From: Qihoo360 Unicorn Team [ ]

Time is on my side @ SEDUNICORNTEAM

WWW .ZXsecurityco.nz @nzkarit




Now we are talking ZX
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0sgzss / gps-sdr-sim

<> Code Issues 0 Pull requests 0

Software-Defined GPS Signal Simulator 1




What we need Z’(
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A box
An SDR with TX
| used aBladeRF
HackRF
USRP
So less US$500 in hardware
Also some aluminium foil to make a Faraday Cage
So it Is now party trick simple and cheap
This Is the big game changer from the past




Setup

SECURITY

WWW .ZXsecurityco.nz @nzkarit




