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Outline
• What is a DoS attack?
• Why do people perform DoS attacks?
• What do they target?
• How to identify targets
• How to protect your systems
• Prioritising and ordering the tasks in a plan



What is a DoS attack?



Denial of Service
• When an attackers performs actions to make a 

system unusable to users
• Two main types
• Volumetric
• Layer 7/Protocol



Volumetric
• Send more traffic than 

infrastructure can 
handle

https://en.wikipedia.org/wiki/File:Miami_traffic_jam,_I-
95_North_rush_hour.jpg



Layer 7/Protocol
• Exploit a weakness in the infrastructure or 

application
• Low input, High impact
• One request ties up resource which stops other 

requests
• Usually legit HTTP traffic, difficult to filter as it 

looks like a normal request



 

Performance Test Reports

“Yes the page is slow and has an 
expensive DB query, but the page is 

rarely used”
Most Performance Test Reports



Crash, Infinite Loops, etc
• Also examples where user input may crash 

application or cause infinite loops
• Zip Bombs – small zip expanding to a large file
• Billion Laughs – recursively expanding XML

https://en.wikipedia.org/wiki/Billion_laughs_attack



Which one do attackers use?
• Volumetric or Layer 7
• The large attacks use a mixture of both.
• They see which is having the most impact and try 

to get the best value for money



DoS vs DDoS
• DoS – Denial of Service
• May include vulnerabilities that cause 

applications to crash
• DDoS – Distributed Denial of Service
• Many nodes are used to send data
• Botnet



Why do people perform DoS attacks?



Motives
• Ransom/blackmail

• Often indicates a business behind the attack
• They have monthly KPIs to achieve
• Requirement to deliver dividends to their share holders

• May dislike your organisation
• Issue motivated groups

• Distraction
• Security team looking one way, while they launch an 

attack, exfill data, etc somewhere else



Ransomware vs DDoS Blackmail
• Different in that it is money for a threat vs money 

for a resolution
• This makes it harder to extract the money

• With ransomware you can just restore from 
backup (maybe)

• NZX DoS continued while it was being covered by 
the media.
• The group was using it to advertise that they 

were competent.



How are DoS attacks performed?



Methodology - Volumetric
• Botnet
• Compromise a range of devices (e.g cheap ISP 

modem/router with default creds), get them to 
send a lot of traffic

• ICMP
• UDP Reflective
• E.g. DNS, NTP, SNMP
• Spoofing of source IP address
• Small request, large response



DNS Reflection and Amplification



Dangers of open UDP ports
• Customer who had MSSQL (UDP) open to internet
• Used in a reflective attack
• Customer received a multi-thousand dollar Azure 

bill
• They were just a relay, they were not the target 

of the attack



How are Botnets made?











https://krebsonsecurity.com/wp-content/uploads/2016/09/
vdoshome.png



Methodology – Layer 7 Denial of Service
• Firstly need to find a vulnerability in the 

application or network
• Can be achieved using a botnet, but the number 

of hosts can be much smaller
• During an engagement we took down a server for 

US$0.12/h on AWS
• They were paying for DoS prevention 



What would an attacker target?



Attacker’s Goal
• The attacker’s goal depends on what they want to 

target
• With blackmail, they most probably want to 

disrupt business operations
• If they want to impact public relations, 

something publicly facing is good
• If the motive is distraction, most probably a little 

bit everywhere.



Target Selection – Attacker’s Mindset
• Brochureware website?
• Why bother? Business will just continue

• They want to find targets which affect business 
operations



CDN Servers



Finding the Origin Server
• If there is a CDN in front of need to find the origin 

server
• To save money test.www.example.com isn’t 

behind a CDN
• What are the chances that prod origin server and 

test server are behind the same firewall?
• Or the same host???
• And using same DB???



Scan the internet
• At ZX Security we use Flaming Penguin, which is 

similar to Shodan (and metl’s low hanging kiwi 
fruit)
• Scanning the NZ IP space
• Identify what is there
• Take screenshots of web sites, etc

• Would be fair to assume that an attacker would be 
doing something similar



Identify Branch Offices/Retail Sites













Retail sites
• Most probably use a UFB or Cellular Connection
• Retail level connection probably does not have 

DDoS scrubbing or monitoring by ISP
• Point of Sale most probably uses the same 

connection
• What is the financial impact if a location can not 

make sales?

• Could an attacker identify these assets easily?



Remote Access







Remote Access Endpoints
• Disrupts people working from home
• Makes remote support difficult
• Consider other services which traverse the same 

firewall
• They don’t have to take out a server
• They could take out the firewall in front of the 

target



Certificate Transparency
• All HTTPS certificates are now are added to the 

Certificate Transparency Log 
• We can use this to find hosts and look them up in 

DNS 
• Becomes interesting if the target is not behind a 

CDN
• Useful for identifying Origin Servers





Spider Site
• Find the slow pages
• Useful for sites that are on a CDN
• Slow pages may indicate that the page can’t be 

cached and is going to the origin server



Spidering weak sites
• While penetration testing sites we have taken 

them down, by accident
• From our laptop
• With as little as 10 threads
• Using tools, like Dirbuster, Burp
• Using the search dialogue box on the site



Email headers
• Email headers reveal IP addresses and domain 

names
• Particularly server generated ones like signups 

and password resets



Historical DNS
• Search historic DNS records
• Client has changed their DNS to point to a CDN, 

but the historic DNS records store the origin server



Regulatory Requirements
• Is the business subject to regulatory 

requirements?
• For example with the NZX:
• Web site was attacked
• The trading platform was fine
• They had to halt the market as the web site 

attack meant that regulatorily requirements 
documents were not accessible to market 
participants



Collateral Damage
• What other organisations share the same internet 

connections/firewalls/web servers 
• Can an attack on them affect you?

• Attacks could affect International and Domestic 
Links



How to protect your systems



What systems do you have?
• If you have Shadow IT the attacker most probably 

has a better than you
• Can’t defend what you don’t know about
• Even systems you don’t know about can cause 

issues to other systems or reputational damage





Web Content
• Use a CDN
• Problem Solved?





CDN Considerations
• Is the content CDNable?
• How is dynamic and user sessions going to be 

handled?



Does the CDN have the right tick boxes?
• Do Origin Servers only allow requests from CDN?
• Who can purge/expire documents cached in the 

CDN?



CDN Purge
$ curl -o /dev/null -w %{time_total} -s 
https://example.com/1.html
0.299s
$ curl -X PURGE https://example.com/1.html
{ "status": "ok", "id": "10422-1600263910-3" }
$ curl -o /dev/null -w %{time_total} -s 
https://example.com/1.html
1.163
$ curl -o /dev/null -w %{time_total} -s 
https://example.com/1.html
0.268



Can people still find the Origin Servers?
• Are your Origin Servers still on the same IP 

addresses?
• Can you look up the IP address in DNS history

• Maybe you are using a domain name like 
origin.www.example.com

• Can you send traffic to those IP addresses
• Even if the Firewall denys the packets, it still 

consumes some CPU resources (hopefully it can 
handle it)









DNS/Domain Registration
• A lot of mitigations require DNS updates to move 

critical systems
• Ensure public DNS is scalable to DDoS attacks
• Use a DNS provider who has Points of Presence 

world wide, including NZ
• Allows for changes quickly (subject to DNS TTL)





DNS/Domain Registration
• Consolidate all the domain registration and DNS in 

one place
• Know how to access it
• Don’t fail because one person is on leave



Other Infrastructure
• BGP/Dynamic Routing
• Appropriately restricted

• Mail 
• Consider using cloud providers 
• The days of rolling your own are dead





Application Design/Architecture
• Design and Architect the applications/networks to 

best make use of caching and DDoS mitigations 
technologies

• Anything not cacheable should be behind a login, 
CAPTCHA, or other rate limiting techniques
• Test your CAPTCHA

• Implement multi-tier architecture and make sure 
you don’t have layer-7 bottlenecks





Layer 7
• Conduct a detailed performance test against your 

web sites/infrastructure 
• Understand the performance bottlenecks
• It’s hard for a WAF to block traffic to endpoints 

affected by performance issues as the requests 
will look legitimate.



404 Pages
• 404 pages should not be a problem right???



How to know what is a 404?
• The CDN will cache all the pages which have been 

requested
• Do 404s have to go to the origin server and hit the 

database?
• There are infinite(ish) possible 404 pages
• Make the CDN aware of the valid pages, so the 

CDN can return the 404 itself
• Even if it is the first time that URL has ever 

been requested



Other Layer 7 Mitigations
• Make sure patches are installed
• This will help stop exploitation of bugs in the 

application or device, which will slow it down or 
crash it



Branch Sites
• Restrict access to branch site firewalls
• Geo fencing to NZ IP addresses (ok)
• Only allow access from the head office/site-to-

site VPN (better)





Monitor all the things
• Monitor and collect statistics on your system
• Know what normal looks like





Monitoring
• Monitor the servers / websites
• NAGIOS, Pingdom, etc

• Do external monitoring from inside & outside of 
NZ



Disk space monitoring, what’s that?
• We recently caused a firewall to fail spectacularly 

when its disk filled up with logs during a routine 
port scan. 

• This resulted in an outage
• The client complained
• We logged it as a high-risk finding 



Test/Simulation
• Does the end to end system work how you expect 

it to work?
• Does you service provider have the correct phone 

numbers?



Wrap up
• What systems could cripple your business (or your 

customers) if affected, focus on those
• Hopefully you now have an idea about what:
• Your threats are
• A start of a plan to defend them

• This can be a little overwhelming



Do things in a sensible order
• There is a Maturity Model for that:
• https://zxsecurity.co.nz/maturity-models/dos-

preparation-maturity-model/ 





Roughly distils down to
1. Figure out what you have to defend/what 

attackers are going to attack
2. Plan how you are going about defending your 

assets
3. Put the defences in place
4. Start monitoring and doing simulations



Thanks
• You for coming
• Thank for ChCon Crew for accepting my talk
• ZX Team for bouncing ideas off & giving me 

content



Twitter: @nzkarit
Email: 

dave@zxsecurity.co.nz

Thanks
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