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Background



Presentation Overview

• NZ Election
• US Election
• Creating your own troll army
• Countermeasures



Election

• We had an election recently
• Most of the advertising was done via: 

• A piece of coloured card in you mail box
• A terrestrial television advertisement
• Newspaper
• Billboards
• Social media?
• What’s “direct marketing”





Social Media Impact

• Stuff.co.nz comments increased in volume for politically 
aligned articles

• A number of adverts appeared on Facebook – nothing 
untoward











In the US however

• Political advertising is a big thing
• Trump was mocked for not spending money on 

traditional TV ads (Hilary spent $140mil).
• When "Trump TV" went live on Facebook, before and 

after the second debate, it raked in $9 million in 
donations in 120 mins



Multi-pronged attack

• What we didn’t realise at the time
• Trumps “team” was launching a multi-pronged attack
• A Blitzkrieg of sorts, breaking through the opponents line of 

defence
• Short
• Fast
• Powerful
• Dislocating the opposition, using speed and surprise to encircle 

them























The Troll Factory - Statistics

• Total US operational expenses: $2.3mil
• Staff working on US Campaign: ~90
• Total Subscribers: 50 million +
• Page views per week: 100 million +
• Advertising budget: ~400k

• Facebook:  $100,000 
• Twitter: $274,000
• Google Ads: $4,700
• Reddit Gold?



It's like a goddamn comedy sketch. A Russian 
troll sitting at his computer, "hmm, what would 

an American drink? Coca-cola of course! Let's 
give him a 6 pack, nice and overindulgent”

bratwurstbaby - /r/worldnews



It got me thinking

• What does it take to run something like this?
• Start with a good lead-time

• The Russians started a year and a half out from the campaign
• Create a team
• Creation of sock puppets
• Tailoring of message
• Delivery
• Monitoring

• Can’t be that hard eh?



Creating a team

• Linguists 
• Psychologists
• Designers / Artists / Cartoonists 
• DevOps
• Machine Learning / Artificial Intelligence 
• Hackers



JP13 – Information Operations

• This publication provides joint doctrine for the planning, 
preparation, execution, and assessment of information 
operations across the range of military operations









Outsourcing

• Build the team from contractors ($10-20 USD per hour) 
• Conduct online interviews
• Pay everyone in Bitcoin

• xbtfreelancer.com
• cryptogrind.com



“Position: Internet operator (night)"

The salary of 40-50 thousand rubles with the schedule of 
work (from 21:00 to 09:00) in the office in the Primorsky
district. Job duties include writing "on the given topic", 

"news information and analytical". Employee skills 
required are "free English", including "confident 
possession" of written language, and creativity.

SuperJob.ru advert for Internet Research Agency 



Sock Puppet Accounts - Creation

• OPSEC countermeasures
• Fakenamegenerator.com

• School / Education
• Workplace
• Address
• Birthdate (that isn’t 1/1/xx or 31/12/xx)
• Backstop some family members too

• Depends on how deep your cover will be investigated
• Consider the purpose for which your profile photograph is being used and the 

source of the photograph.
• Remember to flip that profile pic





Sock Puppet Accounts - Creation

• OPSEC countermeasures
• Proxy
• Burner phones for 2FA 

• You can use Twilio
• Doesn't support SMS to NZ numbers
• Why not create your own SMS service?

• Base accounts
• Outlook (feeder account)
• Facebook 
• Twitter
• etc



Sock Puppet Accounts – 2FA

• USB GSM Modem (E1552) $4.5 ea
• SIM Card ~$.50 cents

• No identification required in NZ to purchase one

• Powered USB Hub  (mbeat USB-M13HUB 3A) ~$30-40

• Bonus: Can be used to spam your friends 





Incoming Folder

GSM Modems

SMSD
Modem 
Handler

SMS Server Tools 3



Sock Puppet Accounts - Creation

• Creating lots of accounts?
• Use the mobile version of the site
• Selenium/greasemonkey for automation
• Steal existing accounts from dumps 

• Prone to being shutdown though



Sock Puppet Accounts – Management

• Managing lots of social media accounts is a PITA
• There are some tools you can use however

• Hootsuite
• Buffer

• These companies are probably compliant with law 
enforcement requests



Sock Puppet Accounts – Management

• Bot management platform
• Facebook
• Instagram
• Pinterest
• Tumblr
• Twitter



Sock Puppet Accounts – Management

• When your Facebook activity looks dodgy you will get challenged
• Account will be locked
• Asked to send a recent pic

• This is when you send the original (un-flipped) pic
• Using 2FA will also provide validity to your profile



How does the Troll Factory deal with it?

• When Facebook blocks accounts of trolls, the IT 
department of the organisation buys a proxy server, 
issues new IP-addresses, virtual "OSes", and the work 
begins anew

• Also new SIM cards or cloud numbers are purchased, 
new payment accounts are opened.



Sock Puppet Accounts – Tailoring of Profiles

• Match your profiles to personality types, someone who will resonate with 
their “new friends”

• OCEAN personality test
• Based on what you like & post  



But Bogan…

• The OCEAN personality test is rubbish
• It only caters for 56% of the population
• It doesn’t measure 

• religiosity
• manipulativeness/machiavellianism
• honesty
• sexiness/seductiveness
• thriftiness
• conservativeness
• masculinity/femininity
• snobbishness/egotism
• sense of humour, or 
• risk-taking/thrill-seeking





Cambridge Analytica

• A "global election management agency"
• Offshoot of parent company SCL Group 
• Part owned by the billionaire Robert Mercer who funds Steve Bannon and 

Breitbart



Cambridge Analytica

• Has as many as 3,000 - 5,000 data points on each American
• Age, income, debt, hobbies, criminal histories, purchase histories, 

religious leanings, health concerns, gun ownership, car ownership, 
homeownership.

• Collected by the company, and purchased from consumer-data giants
• “Assisted with” Brexit and Trump campaigns
• Currently under investigation by the House Permanent Select 

Committee on Intelligence 



Profiling Yourself - Apply Magic Sauce

• University of Cambridge API 
• CA staff were originally from hired from the uni

• Obtain a list of your profiles likes and posts and process 
them

• Once your profile type is known, friend people with 
similar types

• Keep this method for later as we will apply it to each 
person to deliver “dark ads”



OCEAN Test Results



Centres of influence

• Pulling numbers on New Zealanders social media usage 
is hard

• Facebook (~2.9million users)
• Visiting 14 times a day
• Spending on average 50 minutes rotting their brain

• Twitter (~500k) 
• Instagram 
• Stuff comments



Profiling of electorates

• Parliament.nz website already has done some for us



Getting some friends

• Facebooks location search is more restricted than it once was
• You can’t use the API, instead of have to scrape the Web UI



Hitting your straps



Creation of Content

A pro-gun voter whose Ocean score ranks 
him high on neuroticism could see storm 
clouds and a threat: The Democrat wants 

to take his guns away
McKenzie Funk - Nytimes



Creation of Content

• Facebook Split testing



Creation of Content





Publishing Content

• We don’t want to leave a financial trail
• Free advertising campaigns (e.g. AdWords)
• Direct marketing via posting of content 
• Using our follower base to push the message 



Dark Advertising

• Send different adverts to different target audience 
groups where it would be disadvantageous for the 
audience of one target group to see the adverts 
intended for another

• To do this:
• Harvest targets likes via scraping
• Plug into Magic Sauce
• Target advert directly





Then we wait

• Measure
• IBM Watson Natural Language (NLP)

• Sentiment, emtion, keywords, entities
• Adapt
• Publish (Troll)

Measure

Adapt

Publish





We are building these Silicon Valley 
platforms that are setup to optimise for 

self radicalisation
Matt Tait (@pwnallthethings)



The way forward is for us as citizens of the internet, and that's 
what we all are, to educate ourselves and our families that what 

we're seeing through that Facebook newsfeed is curated -
whether it's by human or computer - and to understand the 

difference between an ad and an organic story from your friends 
and sometimes it's hard to tell.

Matt Tait (@pwnallthethings)





Regulators like the Electoral Commission 
would always be playing catch-up when it 
came to regulating emerging technology

Val Hooper - Lecturer in marketing, research methodology, consumer and buyer 
behaviour and information systems management at Victoria University



"Long term maybe this is something we need to 
look at as a society and say 'well, if this is our view 

of the world and it's being controlled by some 
publicly listed company in California, do we want 

some control or some transparency round that?'."

Vaughn Davis - The Goat Farm's



Facebook made 44 billion in Ad revenue 
in the past 2 years.



They have replaced human curation with 
automated curation. To fix this you need 

to fundamentally change the model.
Patrick Gray on Risky.biz (RB476)



You can still be super wealthy, but not minting at the 
current speed. They have been minting at this speed by 

not paying for the externalities. You wouldn't let a 
company do something just because they are used to 

making a lot of money. Maybe they aren't meant to be 
this profitable.

Zeynep Tufekci on Risky.biz (RB476)



Monitoring - Whotargets.me

• Who Targets Me tells you which political campaigns use 
Dark Ads and Micro-Targeting to influence your vote.

• Installing the browser extension lets them monitor 
election campaigns and call for greater digital 
transparency.

• https://whotargets.me/en/
• Feature Request: auto submission of dodgy ads to 

Facebook

https://whotargets.me/en/


Monitoring – German Marshall Fund

• GMF - Alliance for securing democracy
• Tracks activity from 600 Twitter accounts linked to Russian influence 

operations
• Document URLs, domains, topics and hashtags



Facebook Ad Police

• Facebook have hired 250 people to police adverts on the site
• They are notifying 10s of millions of users who liked / followed the 290 

Russian influencers
• Also implementing mechanisms to detect fake news (AI and manual fact 

checking)



Twitter Policing



Delete Facebook



Delete Twitter



There is a war out there, old friend - a 
World War. And it’s not about whose got 
the most bullets; it’s about who controls 

the information.
Cosmo – Sneakers (1992)





simon@zxsecurity.co.nz

Thanks
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